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Basis upon which to judge other factors

* Individual?
* ‘Sins of the father’
* ‘The company you keep’

* \Volitional?
e Consensual?
* Logical relationship?
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ANN ARBOR, Mich. — IN a recent letter
to the United States Sentencing
Commission, Attorney General Eric H.
Holder Jr. sharply criticized the growing
trend of evidence-based sentencing, in
which courts use data-driven predictions
of defendants’ future crime risk to shape
sentences. Mr. Holder is swimming
against a powerful current. At least 20
states have implemented this practice,
including some that require risk scores to
be considered in every sentencing
decision. Many more are considering it,
as is Congress, in pending sentencing-
reform bills.

Risk-assessment advocates say it’s a no-
brainer: Who could oppose “smarter”
sentencing? But Mr. Holder is right to
pick this fight. As currently used, the
practice is deeply unfair, and almost

certainly unconstitutional. It contravenes the principle that punishment

should depend on what a defendant did, not on who he is or how much

money he has.



Bearden v. Georgia

“lumping him together with other poor persons and thereby classifying
him as dangerous ... would be little more than punishing a person for his
poverty.”
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Authorization and authentication based on an
individual's social network
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ABSTRACT

In particular embodiments, a method includes accessing a graph structure
comprising a plurality of nodes and edges where each node represents a user,
receiving a request to transmit content related to a first user to a second user,
and prohibiting transmission of the content to the second user if the first user
and the second user are connected in the graph structure through a series of
edges and nodes that comprises an unauthorized node.
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DESCRIPTION
CROSS-REFERENCE TO RELATED APPLICATIONS

This application is a continuation under 35 U.S.C. §120 of U.S. patent
application Ser. No. 10/897,766, filed Jul. 22, 2004.

BACKGROUND OF THE INVENTION
1. Field of the Invention

The present invention generally relates to authorizing activities and
authenticating individuals, and more specifically, to methods for authorizing
information flow to an individual and authenticating an individual for access to
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CLAIMS (16)
What is claimed is:
1. A method comprising:

receiving, by one or more computing devices, a request to send to a first
user content relating to a second user;

accessing, by the one or more computing devices, a graph structure
comprising a plurality of nodes and a plurality of edges connecting the
nodes, wherein:

each edge connects two nodes and represents a single degree of
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Basis upon which to judge other factors

* Logical relationship?

* Department of the Treasury “will conclude a variable [...] does not warrant
further scrutiny if the variable is statistically related to loan performance, and
has an understandable relationship to an individual applicant's
creditworthiness.”



Basis upon which to judge other factors

* Individual?
* ‘Sins of the father’
* ‘The company you keep’



Basis upon which to judge other factors

* Individual?
* ‘Sins of the father’
* ‘The company you keep’
» ‘Reference group’



The right to
be treated as an individual




The right to
be treated as an individual

...and not simply a member of a group




The right to

be treated as an individual
...and not simply a member of a legaly-protected-group




Profiling and particularity

* Deindividualization (Vedder)
e Statistical discrimination (Lippert-Rasmussen)

* Intuitive notion of fairness: everyone should be assessed on her or his
individual characteristics and merits—in her or his particularity

 Complementary intuition: Individuals should not be assumed to
possess the quality ascribed to the group to which he or she
belongs—fit the profile



Quick sidebar

* Data mining

* Knowledge discovery in databases
* Big data

* Machine learning

* Artificial intelligence
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The problem with profiling

* ‘Non-distributive group profiles’ (Vedder)

* ‘Statistically sound but nonuniversal generalizations’ (Schauer)



What does it mean to treat
someone as an individual?
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Schauer’s argument

* “IA]lcknowledging the way in which seemingly direct observation
involves a process of inference and generalization enables us to
appreciate that even the processes that initially appear to us to be
‘direct, ‘actual,’ or individualized turn out to rely far more on
generalizations from past experience than is often appreciated. Once
we see that all evidence is in the final analysis probabilistic, the
distinction between the probabilistic and the ‘real,” ‘direct,” or ‘actual’
emerges as even more of an anomaly [...] the cumulative set of
inferences that produces a purportedly ‘direct’ conclusion or
observation is nothing more than a collection of inferences drawn
from generalizations known to be reliable”



How can failing to treat
someone as an individual be
objectionable if it's impossible?




A matter of degree?

Coarse-grain Fine-grain



A matter of degree?

Coarse-grain
Race
Gender

Age

Dog breed

Fine-grain



Lippert-Rasmussen’s argument

e “X treats Y as an individual if, and only if, X’s treatment of Y is
informed by all relevant information, statistical or non-statistical,
reasonably available to X.”



Lippert-Rasmussen’s formulation

e “X treats Y as an individual if, and only if, X’s treatment of Y is
informed by all relevant information, statistical or non-statistical,
reasonably available to X.”



Lippert-Rasmussen’s justification

* “But obtaining information is costly, so it is morally justified, all things
considered, to treat people on the basis of statistical generalizations
even though one knows that, in effect, this will mean that one will
treat some people in ways, for better or worse, that they do not
deserve to be treated”



My restatement of this formulation

e “IT]he perceived legitimacy seems to depend on a number of factors:
(1) whether the errors seem avoidable because (2) gaining access to
additional or more granular data would be trivial or (3) would not
involve costs that (4) outweigh the benefits.”



What kinds of outcomes might a
cost/benefit analysis permit?



s @ more fine-grain form of
statistical discrimination always
oreferable?



